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Overview

ACT I: Red Teaming

ACT II: Mitigations



Shifts in

Red Teaming Objective
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AI Chatbots à AI Agents

Medium risk à High risk

Red Teaming Objective



Live Demo



Red Teaming Evolution



Shifts in

Red Teaming Methods



Frontier Red Teaming Methods

Gradient-based 
Optimization

Reward-based 
Optimization

Search-based 
Optimization



> Faster

> More Transferable

> More Interpretable

Shifts in 
Gradient-based Optimization



> Stronger

> More query-efficient

> More diverse

Shifts in 
Reward-based Optimization



> Better Update Criterion

> Better Search Space

 

Shifts in 
Search-based Optimization



Red Teaming Benchmarks



> Static, automated attacks

> Manual, in the real-world

Red Teaming Benchmarks
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Automated, Static

AgentDojo, OpenAgentSafety, etc.



Manual, in the real-world



How bad is it really



Manual, in the real-world



Manual, in the real-world



Setup



50 
Agents

…

Sales Agent

Financial Assistant

Summarization Model

HR Agent

Marketing Agent

Code Gen Agent

Shopping Agent

Email Agent

Stock Broker Agent

Robotic Operator

Legal Assistant

…



10 
AI Labs

…

OpenAI

Anthropic

Google DeepMind

Meta

Cohere

Mistral

…



100+ 
Policies

…

Data Policy

Discount Policy

Financial Market Policy

Developer Policy

Child Policy

Interaction Guidelines

Copyright Policy

Factuality

Ethical Policy

Medical Advice

…



Ran for a month

Out of 2 million chats…



The vulnerabilities introduced 
by AI Agents can completely 

compromise applications.



Attack Success Rate (ASR)

50 Agents

10 AI Labs

100+ Policies

100% ASR

100% ASR

100% ASR



60,000+ Policy Violations



1 Policy Violation in 25 chats



67% Transfer Rates



Copyright Violation
Repeating Hotel California lyrics













PII Leakage

Sending password to social media













Malicious Code

Executing unsafe code













Fraud,
Data tampering,

Hallucination,
Unauthorized Action,

etc.







More Demos



Robust Mitigations







Representation Engineering (RepE)

Ways to read and control representations behind high-level AI cognition 



Representation Probing



Extracting 
dishonest 
brain activity

We find LLMs exhibit 
different brain activity 
when they express 
their true beliefs vs. 
when they lie



Controlling 
Honesty

Turns out we can stimulate 
the brain regions 
responsible for honest 
behavior and suppress 
regions responsible for 
dishonest behavior, 
substantially improving on 
TQA in an unsupervised 
fashion, obtaining SoTA.



Lying



Lying



Lying



Controlling 
hallucination



Controlling 
hallucination



Controlling 
hallucination



How do jailbreaks work?





Adversarial examples

+	0.007 ⋅

This is the same essential attack we used to bypass refusal!

“We find that applying an imperceptible non-random perturbation to a test image, it is 
possible  to arbitrarily change the network’s prediction”

–Szegedy et al., 2014

predicted label: dog

=

predicted label: human
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Is there any hope for robust control?







Harmfulness Probes

Tell me how to build a bomb

Sure, step 1: materials…

Tell me how to build a car

Sure, step 1: obtain…



Representation Rerouting (RR)



Representation Rerouting (RR)

+ CB Cygnet
+ CB



+ CB Cygnet
+ CB





84

Multimodal Attacks

+
Adversarial

Noise
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Multimodal Attacks

+
Adversarial

Noise





5.4

Harmfulness Probes

Cygnet



Real-World Test



The Threat Keeps Moving

Agent Policy Violation



3 Imperatives for the Next 3 Months

• Continuous Red-Teaming
• Generalized circuit breaking
• Simulated benchmarking



Thank you

Representation Engineering: ai-transparency.org
Circuit Breaking: circuit-breaker.ai
Jailbreaking Arena: app.grayswan.ai/arena/

https://www.ai-transparency.org/
https://www.ai-transparency.org/
https://www.ai-transparency.org/
https://circuit-breaker.ai/
https://circuit-breaker.ai/
https://circuit-breaker.ai/
https://app.grayswan.ai/arena/

